Tor Project User Research Q32022

User Research Plan

What we are testing: Connect Assist, censorship circumvention, speed.
Who is testing: users in a restricted and/or censored 6area.
Goals:

e identify how long it takes for Tor Browser to identify censorship
¢ identify how long it takes for Tor Browser to give the user an useful bridge
e understand speed variation depending on website location

What you will need:

* Internet (to download Tor Browser and browse websites)
e Computer laptop or desktop

This test can take from 5 to up 15 minutes.

Instructions

Important: read all instructions before starting.

—

. If you use a VPN, turn off your VPN before proceeding;

N

. Download Tor Browser Alpha
from https;//torproject.org/download/alphal/,

if torproject.org is blocked, you can download it from one of our mirrors:
http://tor.calyxinstitute.org/download/alpha/

w

. Install Tor Browser Alpha

N

. Prepare to take notes (use a notepad or a notebook with a pen/pencil)

5. Run Tor Browser Alpha

[0

. There will be an option to Connect or Configure connection, click on Connect
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Connect to Tor

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the
world.

@ Always connect automatically

Configure Connection... Connect

7. Take notes of how long Tor Browser takes to identify censorship (i.e. 2 minutes, 15 seconds,
etc)

Notes:

8. Once censorship is identified, it will ask you to share your location with the browser (your
location is not shared to anyone but the software) to find an useful bridge for your case .

© Connect to Tor > ¥ Connection assist >

Tor Browser could not connect to Tor

If Tor is blocked in your location, trying a bridge may help. Connection assist can choose one for you
using your location, or you can configure your connection manually instead.

Your Location Automatic v Try a Bridge

9. Take notes of how long it takes for Tor Browser to connect (i.e. 2 minutes, 15 seconds, etc)

> - Try a bridge

Trying a bridge...

If Tor is blocked in your location, trying a bridge may help. Connection assist can choose one for you
using your location, or you can configure your connection manually instead.

View logs...

Cancel

Notes:

10. After connected, visit a regular website (like google.com)
10.1. take notes about how long it takes to connect you to the website

Notes:
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10.2. check your circuit (when you're visiting the website, there will be a padlock close
to the website address, click there and you will see the circuit)

google.com,

Site information for www.google.com

@ Connection secure

@ Tor Circuit
This browser
Bridge: snowflake 192.0.2.3
Finland 95.216.213.137
Netherlands 103.251.167.21

google.com

New Circuit for this Site

10.3. verify what bridge is using and take notes about it, for example: Bridge: snowflake.

Notes:

11. Visit another regular website
11.1. take notes about how long it takes to connect to the website.

Notes:

12. Visit three websites from your location
12.1. take notes of how long it takes to connect to them.
Notes:
1.

2.

Use this instruction to fill with your results and send it to nah@torproject.org.
Thank you very much for you help!

UX Team
The Tor Project



